Abstract-We investigate the secrecy performance of dualhop amplify-and-forward multi-antenna relaying systems over Rayleigh fading channels, considering the direct link between the source and the destination. In order to exploit the available direct link and the multiple antennas for secrecy improvement, different linear processing schemes at the relay and different diversity combining techniques at the destination are proposed, namely: 1) zero-forcing/maximal ratio combining (ZF/MRC); 2) ZF/selection combining (ZF/SC); 3) maximal ratio transmission/MRC (MRT/MRC); and 4) MRT/SC. For all these schemes, we present new closed-form approximations for the secrecy outage probability. Moreover, we investigate a benchmark scheme, i.e., cooperative jamming/ZF (CJ/ZF), where the secrecy outage probability is obtained in exact closed-form. In addition, we present asymptotic secrecy outage expressions for all the proposed schemes in the high signal-to-noise ratio (SNR) regime, in order to characterize key design parameters, such as secrecy diversity order and secrecy array gain. The outcomes of this paper can be summarized as follows : C. Zhong is with the Institute of Information and Communication Engineering, Zhejiang University, Hangzhou 310027, China, and also with the National Mobile Communications Research Laboratory, Southeast University, Nanjing 210018, China (e-mail: caijunzhong@zju.edu.cn).
I. INTRODUCTION

D
UE to the broadcast nature of wireless transmission, wireless communications are inherently vulnerable to eavesdropping. The traditional ways of combating eavesdropping is to employ cryptographic schemes in the upper layers, which nevertheless has to deal with the problem of secret key distribution and management, in addition to the high complexity of data encryption and decryption processing [1] . Recently, the concept of physical layer security, first proposed in Shannon's pioneering work [2] , has gained rekindled interests. In [3] , the concept of wiretap channel was introduced, and the secrecy rate of a degraded wiretap channel was analyzed from the information-theoretic perspective. Since then, physical layer security has been widely investigated in various communication scenarios, for example, Gaussian wiretap channel [4] and relay-eavesdropper channel [5] .
Recently, multiple antenna techniques, which provide extra spatial degrees of freedom, have been exploited to enhance the secrecy performance of wireless networks [6] - [11] . For example, in [6] , the secrecy capacity of the Gaussian wiretap channel with multiple antennas was analyzed, by using generalized singular value decomposition and independent coding across the resultant parallel channels. In [7] , transmit antenna selection (TAS) was proposed for secrecy enhancement for multiple-input multiple-output (MIMO) wiretap channels, with different receiver combining schemes. In [8] and [9] , the impact of antenna correlation on the secrecy performance of multi-antenna wiretap channels was quantified. Furthermore, in [10] , the authors mainly investigated the secrecy performance of the MIMO wiretap channel, by using TAS with receive generalized selection combining, over Nakagami-m fading channels. In [11] , the ergodic secrecy sum-rate of a multiuser downlink system was analyzed, by using the regularized zero-forcing precoding based on imperfect channel estimation. Later, the authors in [12] and [13] investigated the secure transmission in multicell massive MIMO systems. In addition, in [14] and [15] , the physical layer security of multi-antenna wiretap channels with wireless information and power transfer was investigated, respectively.
On the other hand, cooperative relaying techniques, which can improve the secrecy performance of wireless communications, have also received substantial interest [16] . In general, the relay node can either act as a conventional cooperative node to assist the transmission of the source or as a jammer by sending the interference signal, to confuse the eavesdroppers [17] - [19] . Specifically, in [20] and [21] , the authors proposed a cooperative jamming scheme to improve the security level against eavesdroppers. Later in [22] - [25] , different cooperative schemes, such as decode-andforward (DF) and amplify-and-forward (AF), were designed to enhance the security of dual-hop relaying networks. In [26] and [27] , the authors investigated the secrecy performance of multiuser relaying networks, respectively. Specifically, in [26] , three criteria to select the best relay and user pair were designed to improve the secure transmission, while in [27] , a cooperative jamming was proposed to improve the security. Finally, a joint cooperative beamforming, jamming and power allocation scheme to enhance the security of AF relaying networks was proposed in [28] .
Although these prior works have significantly improved the understanding of the secrecy performance of dual-hop relaying networks, the key limitation is that in all of them, the direct link between the transmitter and destination node was neglected, which may result in an underestimation of the secrecy performance. Only in a recent work [29] , a single antenna DF relaying network with the direct link between the legitimate source and destination node was considered, where it was shown that the direct link can be exploited to further enhance the secrecy performance. Motivated by this, in this paper, we consider a more general multi-antenna dual-hop AF relaying system, taking into account the direct link between the source and destination node.
In order to exploit the extra degrees of freedom, provided by multiple antennas at the relay, we propose a heuristic twostage relay processing scheme to enhance the security of a dual-hop relaying network. According to this scheme, the relay first uses maximal ratio combining (MRC) to maximize the signal to noise ratio (SNR) of the source-relay link, and then forwards the transformed signal to destination with simple linear processing methods, in an attempt to further improve the quality of main channel. To this end, two popular linear processing methods, i.e., 1) zero-forcing (ZF), and 2) maximal ratio transmission (MRT), will be investigated. Furthermore, since both the destination and eavesdropper receive two independent versions of the source message, diversity combining schemes can be applied. In this paper, we consider both MRC and selection combining (SC) at the destination, while, for the eavesdropper, we only consider the MRC scheme. Therefore, depending on the linear processing schemes adopted at the relay and destination, four secure transmission schemes will be investigated, namely, 1) ZF/MRC scheme, 2) ZF/SC scheme, 3) MRT/MRC scheme, and 4) MRT/SC scheme. In addition, as a benchmark, cooperative jamming with ZF scheme (CJ/ZF) is also analyzed, where the role of relay node is to send jamming signals to degrade the quality of the eavesdropper's channel.
The main contributions of this paper can be summarized as follows:
• For ZF/MRC and ZF/SC, we present novel closed-form lower and upper bounds for the secrecy outage probability and the probability of non-zero secrecy capacity, respectively, as well as a simple high SNR secrecy outage analysis. Furthermore, we show that ZF/MRC and ZF/SC achieve the same diversity order of M, where M is the number of antennas at the relay.
• For MRT/MRC and MRT/SC, closed-form approximations for the secrecy outage probability and the probability of non-zero secrecy capacity are provided, respectively. In addition, we characterize the high SNR secrecy outage behavior, and show that both MRT/MRC and MRT/SC achieve a full diversity order of M + 1.
• For the CJ/ZF scheme, new exact closed-form expressions for the secrecy outage probability and the probability of non-zero secrecy capacity are derived. Moreover, we characterize the high SNR secrecy outage behavior of the CJ/ZF scheme, which reveals that it achieves secrecy diversity order of one.
• The analytical results suggest that the ZF/MRC (MRT/MRC) scheme always achieves better performance than that of the corresponding ZF/SC (MRT/SC) scheme. In addition, the ZF/MRC (ZF/SC) scheme outperforms the corresponding MRT/MRC (MRT/SC) scheme in the low SNR regime, while in the high SNR regime, the MRT/MRC (MRT/SC) scheme attains better secrecy performance than the corresponding ZF/MRC (ZF/SC) scheme.
• The results demonstrate that all the proposed schemes tend to outperform the CJ/ZF scheme with moderate number of antennas, especially when the quality of eavesdropper's channel is bad. Moreover, increasing the number of antennas at the relay provides marginal performance gains for the CJ/ZF scheme, while it significantly enhances the secrecy performance of the proposed diversity schemes. The rest of the paper is organized as follows. The system model is introduced in Section II. Section III formulates the problem and presents a set of new analytical expressions for the key secrecy performance. In Section IV, we provide numerical results and discussions. Finally, Section V concludes the paper and summarizes our findings.
Notations: We use bold lower case letters to denote vectors and lower case letters to denote scalars, respectively. The probability density function (PDF) and the cumulative distribution function (CDF) of a random variable (RV) X are denoted as f X (·) and F X (·), respectively. The symbol · F denotes the Frobenius norm, † denotes the conjugate transpose operator, E [·] stands for the expectation operator, n! denotes the factorial of integer n, and (x) is the Gamma function.
II. SYSTEM MODEL We consider a dual-hop multiple antenna AF relaying network as illustrated in Fig. 1 , where both Alice (A), Bob (B), and Eve (E) are equipped with a single antenna, while the relay (R) is equipped with M antennas. We consider the realistic scenario where a direct link exists between A and B. Throughout this paper, the following assumptions are adopted: 1) A, R and B have perfect knowledge of the main channel fading information and E also has perfect knowledge of the eavesdropper's channel fading information, 1 2) The main channel and eavesdropper's channel are assumed to be quasi-static block fading channel with independent but nonidentically distributed Rayleigh fading, such that the channel coefficients remain unchanged during the coherence time of the channel, 3) As in [29] , [32] , and [33] , we assume that the CSI of R → E link is available at R.
We assume a half-duplex relaying operation, as such, the entire communication between A and B consists of two phases. During the first phase, A encodes the block information w into the codeword
2 ≤ P s , using the capacity achieving codebook for the wiretap channel. The received signals at R, B, and E at time i are given, respectively, by
where P s is the transmit power at A, h AR is an M × 1 channel vector for the A → R link with entries following identical and independently distributed (i.i.d.) Rayleigh fading with parameter λ 1 , h AB and h AE denote the Rayleigh channel coefficients for the A → B and A → E links with parameters λ 0 and λ 4 , respectively, n R is the additive white Gaussian noise (AWGN) at R with E n R n † R = σ 2 I, n B,1 and n E,1 denote the zero-mean AWGN at B and E with variance σ 2 , respectively. Thus, the instantaneous SNRs of A → B and A → E links are given, respectively, by
and
In the second phase, 2 R retransmits a transformed version of y R (i ) to B, and the signal at B is given by
where h RB is an M × 1 channel vector for the R → B link, and its entries follow i.i.d. Rayleigh fading with parameter λ 2 , n B,2 is the AWGN with variance σ 2 , and W denotes the transformation matrix at R node with E Wy R (i ) 2 F = P r , where P r denotes the transmit power constraint at relay. Hence, substituting (1) into (6) and performing some mathematical manipulations, the instantaneous SNR of A → R → B link is given by
On the other hand, the received signal at E during the second phase can be expressed as
where h RE is an M × 1 channel vector for the R → E link, and its entries follow i.i.d. Rayleigh fading with parameter λ 3 , and n E,2 is the AWGN with variance σ 2 . Similarly, the instantaneous SNR of A → R → E link can be derived as
Since both B and E have access to two independent copies of the source signal, several diversity combining schemes can be applied to strengthen the signal detection. Without loss of generality, we assume that two popular diversity combining schemes, i.e., MRC and SC, are adopted at B, while Eve always adopts MRC scheme. 3 Therefore, according to (4) and (7), the instantaneous SNRs of the main channel under MRC and SC schemes are given by
Similarly, the instantaneous SNR of the eavesdropper's channel under MRC scheme is represented as
Now, according to [29] , [32] , and [33] , the achievable secrecy capacity of the relaying wiretap channels is defined as
where i ∈ {MRC, SC}, the factor 1/2 accounts for the fact that the total communication consists of two time slots, and
Note that, due to the non-convex nature of the problem, the optimal transform matrix W, which maximizes the achievable secrecy capacity of relaying wiretap channels, does not seem to be analytically tractable. To tackle with this problem, we propose a heuristic two-stage relay processing strategy, i.e., the relay first uses the MRC scheme to maximize the SNR of the A → R link, and then delivers the transformed signal to B with linear processing methods to enhance the quality of the main channel. Hence, the heuristic relay precoder W is a rank-one matrix, i.e., W = αw 2
, where α is the power constraint factor,
is utilized for matching the A → R link, and w 2 is an M × 1 linear processing vector, which depends on the linear processing scheme employed by the relay. Specifically, here we consider two different linear processing schemes, namely, the ZF scheme and the MRT scheme as detailed below.
A. Zero Forcing (ZF)
The objective of ZF scheme is to maximize the received SNR at B, while avoiding the leakage of confidential information to E. According to the ZF principle, the optimal w 2 is the solution of the following optimization problem:
By using projection matrix theory [34] , the weight vector w 2 is given by
where
h † RE is the projection idempotent matrix with rank M − 1. To satisfy the transmit power constraint at relay with AF protocol and considering the variable gain relaying scheme, the constant α 2 is given by
Thus, the instantaneous SNRs of the main channel with MRC and SC schemes can be expressed as
As a result, the instantaneous SNR of the eavesdropper's channel reduces to
B. Maximal Ratio Transmission (MRT)
According to MRT scheme, w 2 is set to match the second hop of the main channel, i.e., w 2 =
. Therefore, the instantaneous SNRs of the main channel with MRC and SC schemes are expressed respectively as (22) and
Similarly, the instantaneous SNR of the eavesdropper's channel with MRC scheme is given by
III. SECRECY PERFORMANCE ANALYSIS
In this section, we investigate the secrecy performance of dual-hop AF multi-antenna relaying systems in terms of secrecy outage probability and probability of non-zero secrecy capacity. The derived results will enable us to examine the benefits of the proposed schemes.
A. Preliminaries
We start by presenting the probability density function (PDF) and cumulative distribution function (CDF) of the SNRs of the main and the eavesdropper's channels, which will facilitate the ensuing secrecy analysis.
1) ZF/MRC:
Although the statistics of γ AB and γ ZF ARB are known [35] , deriving the exact distribution of γ ZF B MRC is intractable. Hence, according to [36] - [38] , we first seek the tight upper bound on γ ZF ARB , i.e., γ ZF ARB ≤ min (γ 1 , γ 2z ), where
. Thus, we have
Next, we present the CDF of γ ZFU B MRC in the following lemma. 4 4 Let us remark that the CDF of γ ZFU B MRC is derived with the assumption of μ 2 = 0 in Lemma 1. Due to the space limitation, we neglect the detail analysis of the special case μ 2 = 0, however, which can be easily obtained in a similar manner as in the case of μ 2 = 0.
Lemma 1: The CDF of γ ZFU B MRC
is given by
where can actually be obtained. However, to simplify the analysis, we also resort to the upper bound approach, i.e.,
As such, we have the following key lemma:
can be expressed as
(30) Proof: Due to the independence of γ AB , γ 1 and γ 2z , the CDF of γ ZFU B SC can be derived as
where 
where γ 2m = is given by can be expressed as
, γ 3 = E γ 3 , and
Proof: Since γ 3 follows the exponential distribution [38] , thus, by following the similar analysis as in Lemma 1, the desired expression can be easily obtained after some mathematical manipulations. 5 4) MRT/SC: Similarly, γ MRT B SC can be upper bounded by
As such, we have the following result. can be expressed as
(37) Proof: Similarly, as in the proof of Lemma 2, the above result can be easily obtained after some simple mathematical manipulations.
B. Secrecy Outage Probability
The secrecy outage probability is defined as the probability of the achievable secrecy capacity, C S , being lower than a predetermined secrecy rate, R s . Mathematically, it can be 5 In Lemma 4, we assume μ 4 = 0 to derive the PDF of γ MRTU E MRC . The special case μ 4 = 0 is not considered in this paper, however, the PDF of which can be easily achieved by following similar steps of μ 4 = 0.
represented as [1]
In the following, we present a detailed analysis of the secrecy outage probability for the proposed schemes.
1) ZF/MRC:
The secrecy outage probability of dual-hop AF relaying systems with the ZF/MRC scheme is lower bounded by (39) , shown at the top of the page.
Proof: Using the following series representation of the incomplete Gamma function
and noticing that γ ZF E MRC is an exponential RV, the lower bound of the secrecy outage probability for the ZF/MRC scheme can be obtained by substituting (28) into (38) and with the help of [39, eq. (3. 351.3) ].
While Eq. (39) provides an efficient way to evaluate the secrecy outage performance of dual-hop AF relaying systems with the ZF/MRC scheme, it cannot provide additional insights into the impact of system parameters on the network performance. Motivated by this, we turn our attention to the asymptotic secrecy outage probability in the high SNR regime. Without loss of generality, we assume that γ 1 → ∞, γ 2 = κγ 1 , and γ 0 = μγ 1 .
Corollary 1: In the high SNR regime, the secrecy outage probability of dual-hop AF relaying systems with the ZF/MRC scheme is given by
where the secrecy coding gain is given by
and the secrecy diversity gain is ZF/MRC = M. Proof: See Appendix B. Remark: For the ZF/MRC scheme, the achievable secrecy diversity order of dual-hop AF relaying systems is M, which is independent of the parameters of the eavesdropper's channel. However, the parameters of the eavesdropper's channel affect the secrecy outage performance of dual-hop AF relaying systems through the secrecy coding gain ZF/MRC .
2) ZF/SC: Following the same steps as in the ZF/MRC scheme, the secrecy outage probability of dual-hop AF relaying systems with the ZF/SC scheme is lower bounded by (43) , as shown at the top of this page, where
Next, we turn our attention to the asymptotic outage probability P ∞ out,ZF/SC (R s ), and we have the following corollary. Corollary 2: In the high SNR regime, the secrecy outage probability of dual-hop AF relaying systems with the ZF/SC scheme can be expressed as
where the secrecy coding gain is
and the secrecy diversity gain is ZF/SC = M. Proof: Following similar procedures as in Appendix B, the asymptotic CDF of γ ZF B SC is given by
Substituting (46) Remark: The ZF/MRC and ZF/SC schemes achieve the same secrecy diversity order of M, which is independent of the eavesdropper's channel. However, the ZF/MRC scheme outperforms the ZF/SC scheme by achieving a higher coding gain, i.e.,
which suggests that to achieve the same secrecy outage probability, the required transmit power of the ZF/MRC scheme is To achieve more insights, we now proceed to find the asymptotic secrecy outage probability of the MRT/MRC scheme in the high SNR regime.
Corollary 3: In the high SNR regime, the asymptotic secrecy outage probability of dual-hop AF relaying systems with the MRT/MRC scheme is expressed as
where the secrecy coding gain is given as (50), as shown at the bottom of this page, and the secrecy diversity gain is
Proof: See Appendix C. Remark: The MRT/MRC scheme achieves a secrecy diversity order of M + 1, which is higher than that of the ZF/MRC scheme. However, it is worth pointing out that secrecy diversity order is an asymptotic performance measure, a higher diversity order does not necessarily implies that the MRT/MRC scheme outperforms the ZF/MRC scheme in the entire SNR range of interest. In fact, it depends on both the SNRs of the main channel and the eavesdropper's channel.
4) MRT/SC:
Following similar analysis as in the ZF/SC scheme, the closed-form approximation of the secrecy outage probability under the MRT/SC scheme can be expressed as (51), shown at the top of the next page.
Proof: By inserting (35) and (37) Next, we evaluate the asymptotic outage probability for the MRT/SC scheme.
Corollary 4: In the high SNR regime, the asymptotic secrecy outage probability of dual-hop AF relaying systems 
with the MRT/SC scheme is given by
where the secrecy coding gain is expressed as (53), as shown at the top of this page, and the secrecy diversity gain is
Proof: From (73) and (76), the asymptotic secrecy outage probability for the MRT/SC scheme is given by
By substituting (54) and (79) into (38), and with the help of [39, eq. (3.351. 3)], the desired result can be obtained. Now, according to Corollary 3 and Corollary 4, we proceed to the following remark.
Remark: The MRT/MRC scheme attains better secrecy outage performance than the MRT/SC scheme, and the performance gap between these two schemes can be characterized as a simple ratio of secrecy coding gain, i.e.,
which suggests that for the same secrecy outage probability, the MRT/MRC scheme outperforms the MRT/SC scheme by an SNR gap of 1 M+1 10 log (M + 1) dB less.
C. Probability of Non-Zero Secrecy Capacity
In this subsection, we check the condition for the existence of non-zero secrecy capacity. According to (13) , the probability of non-zero secrecy capacity is formulated as
Hence, by setting R s = 0 into the expressions of (39), (43), (48), and (51), closed-form approximation of the probability of positive secrecy for dual-hop AF relaying systems with each scheme can be easily evaluated after some mathematical manipulations.
D. CJ/ZF Scheme
Cooperative jamming has been demonstrated as a promising solution to improve the security of wireless communication networks [41] . As a benchmark scheme, we consider the scenario where the relay node R acts as a pure jammer as illustrated in Fig. 2 . As such, the relay tries its best to degrade the quality of the eavesdropper's signal while at the same time avoiding interference at B. Therefore, the optimum beamforming vector w 3 can be obtained by
Now, according to [42, Proposition 1] , the desired result is given by
Hence, the instantaneous SNRs of the main channel and the eavesdropper's channel are respectively expressed as and
Now, we proceed to investigate the secrecy performance for the CJ/ZF scheme. To start with, we give the PDF of γ E CJ in the following lemma. Lemma 6: The PDF of γ E CJ is given by
Proof: See Appendix D. Armed with Lemma 6, a detailed analysis of the secrecy performance for the CJ/ZF scheme is provided in the following section.
1) Secrecy Outage Probability: From (59), we have
Then, substituting (62) and (61) into (38) , and performing some simple mathematical manipulations, the secrecy outage probability for the CJ/ZF scheme can be easily derived as follows:
where (α, β; z) is the confluent hypergeometric function of the second kind [39, eq. (9.211.4)]. To achieve more insights, the asymptotic secrecy outage probability for the CJ/ZF scheme can be easily derived as
Remark: From (64), we find that the CJ/ZF scheme only achieves secrecy diversity order of one, which is independent of the number of antennas at the jammer.
2) Probability of Non-Zero Secrecy Capacity: By substituting R s = 0 into (63), the exact closed-form expression of the probability of non-zero secrecy capacity for the CJ/ZF scheme is given by
Please note, the CJ/ZF is adopted as a conventional scheme for comparison, however, the secrecy performance analysis of the CJ/ZF scheme for secure communications is also a part of the contribution of this work.
E. Comparison of the Proposed Schemes
We now provide a comparison between the four different schemes studied and the benchmark scheme. In the previous analysis, the CSI requirement to perform relay precoding or jamming was not explicitly revealed. In practice, the acquisition of CSI involves additional feedback overhead, which must be considered in the design of wireless systems. On the other hand, if a large amount of CSI is available at the transmitting node, more sophisticated transmission schemes could be designed to improve the transmission efficiency and to achieve a better secrecy performance. Hence, in order to make a fair comparison among different schemes, the CSI requirement of each scheme must be characterized. Table I gives a comparison of the ZF/MRC, ZF/SC, MRT/MRC, MRT/SC and CJ/ZF schemes in terms of CSI requirement at relay, antenna number M requirement, diversity order, and impact of antenna number M on diversity order and coding gain. 
IV. NUMERICAL RESULTS
In this section, representative numerical results are provided to verify our analysis in the previous sections. Unless otherwise specified, the following set of parameters is used: γ 0 = 0.4γ 1 , γ 2 = 1.2γ 1 , R s = 2, γ 3 = 10dB, and γ 4 = 10dB. In addition, to make a fair comparison, we assume that the transmit power of the CJ/ZF scheme at Alice is half of the sum power of the relay and Alice in the proposed schemes. Fig. 3 illustrates the secrecy outage probability of the dual-hop AF relaying system with the ZF/MRC and ZF/SC schemes for different M. As shown in the figure, we can see that the analytical results of the ZF/MRC and ZF/SC schemes from (39) and (43) remain sufficiently tight across the entire SNR range of interest, which demonstrates the usefulness of the analytical expressions. Moreover, we observe that increasing M can significantly reduce the secrecy outage probability of the considered system for both schemes. This is intuitive since increasing M provides additional secrecy diversity, as manifested through the asymptotic curves. Another intuitive observation is that the ZF/MRC outperforms the ZF/SC scheme, which is consistent with the conventional relay networks with no secrecy constraint. Fig. 4 shows the secrecy outage probability of the multiantenna relaying-eavesdropper channel with the MRT/MRC and MRT/SC schemes for different M. It is observed that, for the two proposed schemes, the analytical approximations given in (48) and (51) are sufficiently accurate, and become almost exact in the high SNR regime. Furthermore, we can see that the MRT/MRC scheme always attains better performance than the MRT/SC scheme, and all the slopes of the asymptotes keep parallel for each M, which indicates that the two schemes achieve the same secrecy diversity order. Fig. 5 investigates the impact of the quality of the eavesdropper's channel on the secrecy outage probability of the dual-hop AF relaying system with the proposed four schemes. As expected, the secrecy outage performance of all the proposed schemes improves when the quality of eavesdropper's channel is degraded, i.e., small γ 3 or γ 4 . As mentioned earlier, higher secrecy diversity order of MRT schemes do not necessarily imply superior outage performance in the finite SNR regime. As shown in the figure, the ZF/MRC (ZF/SC) scheme outperforms the MRT/MRC (MRT/SC) scheme at the low SNR regime, while the opposite holds in the high SNR regime. The reason is that the ZF scheme can completely avoid information leakage to E in the second phase, as such, E has only access to a single copy of the source signal. Hence, the achievable rate of the eavesdropper's channel is reduced. On the other hand, compared to the MRT scheme, the use of ZF scheme also degrades the capacity of the main channel. In the low SNR regime, the reduction of the wiretap channel rate tends to outweigh the reduction of the main channel rate. Therefore, ZF/MRC is better than MRT/MRC in the low SNR regime. In addition, when the quality of eavesdropper's channel becomes good, i.e., large γ 3 or γ 4 , the difference gap between the ZF/MRC scheme and the MRT/MRC scheme is reduced, and a similar phenomenon is observed between the ZF/SC scheme and the MRT/SC scheme. Fig. 6 examines the secrecy outage probability of the CJ/ZF scheme for different M and different γ 4 . As can be readily observed, the analytical results are in exact agreement with the Monte Carlo simulations, while the high SNR curves work quite well even at moderate SNRs. Moreover, different from the other schemes, we can see that only diversity order of one is achieved for the CJ/ZF scheme regardless of the number of antennas M. However, increasing M does improve the secrecy outage performance of the system by offering extra secrecy coding gain. In addition, we find that the quality of the eavesdropper's channel has a negative impact on the secrecy performance of the CJ/ZF scheme. Fig. 7 illustrates the impact of the number of antennas at the relay on the secrecy outage performance of the proposed schemes and the CJ/ZF scheme with different γ 4 . It is noted that the gain of the proposed schemes relative to the CJ/ZF scheme increases with the number of antennas. This can be explained by the fact that the secrecy diversity order achieved by the proposed schemes increases with the number of antennas, while the secrecy diversity order of the CJ/ZF scheme is irrelevant to the number of antennas. It is also worth noting that the CJ/ZF may outperform the proposed schemes in certain regime, i.e., when the antenna number is small, especially when the quality of the eavesdropper's channel is relatively good, which needs to be taken into consideration for practical system design.
V. CONCLUSIONS
In this paper, we have investigated the secrecy outage performance of dual-hop AF relaying systems over Rayleigh fading channels. To exploit the available direct link for secrecy enhancement, we have proposed two linear precoding schemes with different receiving diversity combining at destination. Specifically, approximate closed-form expressions for the secrecy outage probability of all the proposed schemes were derived, based on which the probability of non-zero secrecy capacity was also evaluated. Moreover, simple and informative high SNR secrecy outage approximations were presented, which enable us to gain further insights into the impact of key parameters on the secrecy performance. In addition, to show the advantages of the proposed schemes, the benchmark CJ/ZF scheme was also analyzed. Our findings suggest that both the MRT/MRC and MRT/SC schemes achieve a full secrecy diversity order of M+1, while the ZF/MRC and ZF/SC schemes achieve a secrecy diversity order of M. Moreover, the ZF/MRC (ZF/SC) scheme outperforms the corresponding MRT/MRC (MRT/SC) scheme in the low SNR regime, while the opposite holds in the high SNR regime. Finally, we have shown that, the proposed schemes significantly perform better secrecy performance than the CJ/ZF scheme especially when the quality of eavesdropper's channel is bad.
APPENDIX A PROOF OF LEMMA 1
Without loss of generality, we first define γ Z = min (γ 1 , γ 2z ). Then, using the fact that γ 1 and γ 2 are independent random variables, we have
Noticing that γ 1 is a chi squared RV with 2M degrees of freedom (d.o.f.), its CDF is given by
On the other hand, according to [42] , the γ 2z is also a chi squared RV with 2 (M − 1) d.o.f. with CDF given by
Then, substituting (67) and (68) into (66) and performing some simple mathematical manipulations, the CDF of Z can be derived as
Taking the derivative of (69) with respect to x, the PDF of γ Z is derived as
where (a, b) is the incomplete Gamma function [39, eq. (8.350.2) ].
Due to the fact that γ AB is an exponential RV, then according to (27) , the Laplace transform of the PDF of γ ZFU B MRC can be represented as
In order to compute the inverse Laplace transform of (71) In the high SNR regime, we assume that γ 1 → ∞, γ 2 = κγ 1 , and γ 0 = μγ 1 . The asymptotic CDF of γ AB can be expressed as
Similarly, in the high SNR regime, the CDF of γ Z can be approximated as 
To this end, substituting (75) into (38) and utilizing [39, eq. (3.351.
3)], the asymptotic secrecy outage probability result for the ZF/MRC scheme is derived as (41) after some simple manipulations.
APPENDIX C PROOF OF COROLLARY 3
Assuming γ m = min (γ 1 , γ 2m ) , the asymptotic CDF of γ m in high SNR is given by 
On the other hand, when γ 1 → ∞, the instantaneous SNR of the eavesdropper's channel under the MRT/MRC scheme can be approximated as
Considering that both γ AE and γ 3 are the exponential RV, thus, the CDF of γ MRT E MRC is expressed as 
Then, by utilizing order statistic, the CDF of γ E CJ is expressed as 
where we have used [39, eq. (3.351.3) ] to solve the corresponding integral. Thus, taking derivative of (81), the PDF of γ E CJ can be derived as (61).
